Homework : Bitwise rotate and XOR calculate

Cryptography plays a crucial role 1n the field of computer science. This

assignment allow you to practice implementing a simple encryption scheme.

Encryption

1. Input a continuous sequence of characters.
2. Convert each character’'s ASCII code into 8-bit binary
(ASCIl is 7-bit, but we store it in 8 bits by adding a leading 0).
3. Perform a bitwise rotate-right by 3 bits on the 8-bit value.
4. Apply XOR with the key.
5. Convert the resulting 8-bit binary into hexadecimal,

and output the hexadecimal ciphertext.

Decryption

1. Input the hexadecimal ciphertext into the program.
2. Convert each pair of hex-digits back into an 8-bit binary value.
3. Perform a bitwise rotate-left by 3 bits on the 8-bit value.

4. Apply XOR with the same key.



5. Convert the resulting 8-bit binary to decimal, and print the

corresponding ASCII character, which is the original plaintext.

HINT: KEY:0X6D , right rotate 3bits(x)= (x>>3 | x<<5)

Ex:

cat plaintext. txt

Hello World !

gce encrypt.c -0 encrypt

./encrypt<plaintext. txt>ciphertext. txt

cat ciphertext. txt

64C1EOE08069878023E0E16949

gcc decrypt.c —o decrypt
./decrypt<ciphertext. txt>PlainText. txt

cat PlainText. txt

Hello World !

Please submit two .c files and include a screenshot showing all of
the processing steps. You may test with any inputs you like.
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